POLICY & IT STRATEGY BRIEF Target Audience: City Managers, ClOs, & CDOs

Municipal Digital Sovereignty Strategy

Navigating Hyperscaler Dependencies, Jurisdictional Risks, and Technological Autonomy

EXECUTIVE SUMMARY

Local public administrations face unprecedented exposure to foreign extraterritorial access laws, sudden
vendor licensing inflation, and critical software lock-in. Achieving municipal digital sovereignty is no longer an
abstract IT debate—it is an essential requirement for legal compliance, data protection, fiscal control, and
uninterrupted continuity of public services.

STRATEGIC DRIVERS & IMPERATIVES

1. Regulatory Mandates 2. Extraterritorial Risks 3. Fiscal & Lock-in Capture
Directives like the EU GDPR, NIS2, and Foreign legislation (e.g., US CLOUD Act) Single-vendor dependency on proprietary
Quebec's Law 25 impose strict legal duties exposes citizen data hosted on Saas suites leaves municipal budgets

on local councils to audit cross-border data foreign-parented cloud platforms to vulnerable to abrupt price hikes, restrictive
flows and prevent unauthorized data transfer. extraterritorial warrants, regardless of licenses, and costly migration barriers.

physical server location.

COMPARATIVE GLOBAL APPROACHES

REGION PRIMARY STRATEGY KEY INSTITUTIONAL BENCHMARK KEY TAKEAWAY
European Union Open-source migration, _?chleiwig—Hglosgiig (Gelin:atpy): . €9M Net Savings
: ransitioning A workstations to
sovereign cloud mandates, LinuxiLibreOffice. Reinvested into open,

ublic data commons. :
P Barcelona (Spain): Decidim open source local IT infrastructure.

& Ethical Digital Standards.

Canada Provincial compliance (Law Quebec Municipalities: Adoption of Risk Mitigation
. . regional cloud providers (e.g., Micrologic
25), domestic sovereign Cirrus) Eliminates foreign
cloud, Indigenous data : . . legal subpoena
rights First Nations: Implementation of OCAP®
' Data Governance protocols. SGIRIReE
Asia-Pacific State-architected central Singapore GovTech: Government on High Uniformity

Commercial Cloud (GCC) & Singpass.
Japan Digital Agency: Standardized
municipal cloud environments.

platforms, regulated

’ Streamlines legacy
commercial cloud bounds.

system integration.
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CRITICAL MUNICIPAL VULNERABILITIES

Application Layer Capture Procurement Deficit

Over-reliance on foreign proprietary Municipal RFPs frequently list brand-name
productivity, identity, and office suites creates software requirements rather than open
operational lock-in, leaving public technical standards, automatically excluding
administrations unable to pivot when terms domestic and open-source solutions.
change.

4-PHASE CIO IMPLEMENTATION ROADMAP

o Audit Jurisdictional & Software Exposure (Months 1-3)

Shadow Cloud Migration

Departments adopting standalone SaaS
tools without centralized privacy impact
assessments (PIAs) unwittingly expose
municipal datasets to jurisdictional exposure.

Map all municipal software, cloud hosts, and data repositories by vendor parent-company headquarters. Identify contracts subject to extraterritorial warrants.

e Establish a Municipal OSPO & "Public Code" Policy (Months 4-6)

Establish an Open Source Programme Office (OSPO). Mandate that custom software developed with public funds be released under open licenses for inter-muni

e Form Regional Inter-Municipal Procurement Coalitions (Months 7-9)

Aggregate buying power across neighboring councils to negotiate sovereign cloud hosting conditions, enforce exit mechanisms, and share infrastructure costs.

° Deploy Localized Sovereign Al & Algorithmic Registers (Months 10-12)

Implement open-source, locally hosted Al models for administrative automation. Establish public Al transparency registers following models from Amsterdam and

EXECUTIVE GOVERNANCE & TENDER CHECKLIST

«/ Jurisdictional Clause: / Vendor Exit Strategy:
Contract specifies local court jurisdiction and domestic cloud hosting Machine-readable data extraction with zero financial penalty upon
certification. contract termination.

+/ Open Standards Requirement: +/ Indigenous Data Protocol:
RFPs specify interoperability standards rather than named brand Territorial & GIS data projects incorporate OCAP® principles where
products. applicable.
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